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METHOD AND APPARATUS FOR
IMPLEMENTING ON CHIP QUANTUM
RANDOM NUMBER GENERATOR USING
BETA DECAY

PRIORITY APPLICATIONS AND REFERENCES

This application claims priority to U.S. Provisional Appli-
cation Ser. 63/430,240 titled “Method and Apparatus for
Implementing On-Chip Quantum Random Number Genera-
tor Using Beta Decay” filed on Dec. 5, 2023, the entire
contents of which 1s incorporated herein by reference in 1ts
entirety.

This application 1s further related to U.S. application Ser.
No. 18/113,368 titled “Method And Apparatus For Stegano-
graphic Stream Cipher Encryption Using True Random
Number Generator” filed on Feb. 23, 2023; U.S. Provisional
Application Ser. 63/441,979 titled “Method and Apparatus
for Steganographic Stream Cipher Encryption Using True
Random Number Generator” filed on Jan. 30, 2023; U.S.
application Ser. No. 17/897,138 titled “Method And Appa-
ratus For Highly FEflective On-Chip Quantum Random
Number Generator™ filed on Aug. 27, 2022; U.S. application
Ser. No. 17/861,014 titled “Method And Apparatus For
Highly Effective On-Chip Quantum Random Number Gen-
erator”’ filed on Jul. 8, 2022; U.S. Provisional Application
Ser. 63/400,899 titled “Method and Apparatus for Highly
Effective On-Chip Quantum Random Number Generator”
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63/344,496 titled “Method and Apparatus for Highly Effec-
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Decay Based On-Chip True Random Number Generator”
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63/235,031 tatled “Method And Apparatus For Highly Eflec-
tive Beta Decay Based On-Chip True Random Number
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17/409,971 filed on Aug. 24, 2021 titled “Method And
Apparatus For Highly Effective On-Chip True Random
Number Generator Utilizing Beta Decay™ filed on Aug. 24,
2021; U.S. Provisional Application Ser. 62/984,528 ftitled
“Method And Apparatus For Tritium-Based True Random
Number Generator” filed on Mar. 3, 2020; U.S. Provisional
Application Ser. 63/062,672 titled “Method And Apparatus
For Beta Decay Based True Random Generator” filed on
Aug. 7, 2020; U.S. Provisional Application Ser. 62/655,172
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U.S. Provisional Application Ser. 62/803,476 titled “Appa-
ratus, Systems, And Methods Comprising Trittum Random

Number Generator” filed on Feb. 9, 2019 now U.S. Pat. No.
10,430,161; U.S. application Ser. No. 16/273,365 titled
“Apparatus, Systems, And Methods Comprising Tritium
Random Number Generator” filed on Feb. 12, 2019; U.S.
application Ser. No. 16/990,087 titled “Apparatus, Systems,
And Methods For Beta Decay Based True Random Number
Generator” filed on Aug. 11, 2020 now U.S. Pat. No.
10,901,695; U.S. application Ser. No. 17/126,265 ftitle
“Method and Apparatus for Trittum-based True Random
Number Generator” filed on Dec. 18, 2020, now U.S. Pat.
No. 11,048,4°78; U.S. application Ser. No. 17/062,307 titled
“Apparatus, Systems, And Methods For Beta Decay Based
True Random Number Generator’ filed on Oct. 2, 2020, now
U.S. Pat. No. 11,036,473; PCT Application SN PCT/US19/
1’7748 titled “Apparatus, Systems, And Methods Compris-
ing Trittum Random Number Generator” filed on Feb. 13,
2019; PCT Application SN PCT/US20/65962 titled *“Appa-
ratus, Systems, And Methods For Beta Decay Based True
Random Number Generator” filed on Dec. 18, 2020; and
PCT Application SNPCT/US20/65976 titled *“Apparatus,
Systems, And Methods For Beta Decay Based True Random
Number Generator” filed on Dec. 18, 2020. Each of the
patent applications, i1ssued patents, and other references
listed above, discussed and/or cited herein, are incorporated
by reference as if fully set forth herein.

TECHNICAL FIELD

The present disclosure relates generally to cryptology,
specifically using a random number generator to encrypt
messages.

BACKGROUND

As opposed to pseudo-random number generators based
on numerical algorithms, there are true random number
generators (TRNGs) or quantum random number generators
(QRNGs) devices that depend on natural random processes:
multiple bipolar switches, thermal noise, light scattering by
dichroic mirrors, chaotic systems, and decay of radioactive
nuclei. Some of these QRNGs are listed 1n the provisional
application to which the present application claims priority,
as well as the other related applications, and those references
are incorporated herein by reference as if fully set forth
herein.

The decay of radioactive nucler 1s considered to be the
most independent on environmental intluences like external
magnetic and electric fields, temperature, pressure, or accel-
eration. However, typical nuclear-based QRNGs require a
large si1ze or number of detectors to enable the registration
of particles emitted as a result of radioactive decay. Also,
many nuclel used 1n such devices are highly radioactive and
poisonous hence dangerous to humans 1f a device 1s broken.

In previous disclosures by the present inventor, a QRNG
1s disclosed. For example, U.S. Pat. No. 10,901,695 entitled
“Apparatus, systems, and methods for beta decay based true
random number generator’, an array of detectors was
employed and a method of adjusting counts by changing the
read-out time was described. The contents of that patent are
incorporated herein by reference. The source of entropy 1n
the *695 patent was a thin layer of °°Ni attached to the inner
surface of the metallic cover of the package of the integrated
circuit (IC). Likewise 1 U.S. Pat. No. 11,281,432 entitled
“Method and apparatus for true random number generator
based on nuclear radiation”, an array of detectors was
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employed to detect electrons (i.e., entropy) from the radia-
tion source. Further, the "432 patent disclosed a method of

adjusting the counting rates of these detectors based on the
varying diameter of their surface. The disclosed method 1s
very ellective in compensating for the limited (finite area)
radiation source. However, designing and manufacturing,
such a detector array 1s complicated because the typical
clectrical parameters of a single diode vary considerably
with the area. The contents of both the 695 and *432 patents
are 1ncorporated herein by reference.

Another solution 1s described 1n U.S. patent application
Ser. No. 17/861,014 titled “Method and Apparatus for
Highly Effective On-chip Quantum Random Number Gen-
erator”’ filed on Jul. 8, 2022, and discloses a true random
number generator that includes a CMOS matrix detector
with a top surface exposed. A shell 1s positioned over the top
surface and the shell includes a radiation source and a
luminophore or scintillator constructed to emit photons
toward the top surface when the luminophore or scintillator
1s struck by electrons from the radioactive decay of the
source of the radiation. The CMOS or SPAD detector matrix
1s constructed to detect the photons emitted from the lumino-
phore or scintillator and to produce a signal for the detected
photons. The signal 1s communicated to a processor that
produces true random numbers based on the signal from the
detected photons.

Described herein are yet other novel and improved
designs, including manufacturing techniques for such
designs.

SUMMARY

Disclosed herein 1s a method of constructing a quantum
random number generator (QRNG). The method 1ncludes:
(A) providing an integrated circuit (IC) comprising a detec-
tor aligned with a detector window, and further comprising,
a plurality of chip pads; (B) providing a printed circuit board
(PCB) with PCB pads and a ground pad; (C) applying solder
bumps to the chip pads or the PCB pads; (D) masking the
PCB to expose the ground pad through a mask window; (E)
applying a current to the ground pad; (F) adhering °°Ni onto
the ground pad through electrodeposition; (G) removing the
mask to expose all contact areas on PCB; (H) aligning the
chip pads with the PCB pads, and the electrodeposited **Ni
to the detector window; and (I) heating the solder bumps to
form a fixed electrical connection between the chip pads and
the PCB pads.

The method may also include the step of filling between
the IC and the PCB with an adhesive.

The mask window may be larger than the detector win-
dow. The detector may include a plurality of detectors and
the detector window may be larger than the mask window.

An alternate method of constructing a QRNG 1includes
(A) providing an integrated circuit (IC) comprising a detec-
tor aligned with a detector window, and further comprising,
a plurality of chip pads; (B) providing a printed circuit board
(PCB) with PCB pads, a ground pad, and a glass container
comprising tritium; (C) aligning the chip pads with the PCB
pads, and the glass container to the detector window; and
(D) heating the solder bumps to form a fixed electrical
connection between the chip pads and the PCB pads.

The method may also include the step of filling between
the IC and the PCB with an adhesive. The detector may
include a plurality of detectors. The glass container may
include a scintillator or a gel containing a fluorophore.

A QRNG 1s also disclosed that includes a glass container
comprising tritium, a detector constructed to detect energy
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4

radiated from the glass container from the decay of the
trittum and to produce a signal for the detected energy, an
amplifier connected to the detector and constructed to
amplily the signal, a filter connected to the amplifier con-
structed to filter the signal, and a processor connected to the
filter, the processor constructed to generate a true random
number based on the signal.

The glass container may include either a scintillator or a
fluorophore.

The detector, amplifier, filter, and processor may be
formed on an integrated circuit. The processor may generate
an array of true random numbers. The amplifier may be a
low noise charge-sensitive preamplifier or a pulse-shaping
amplifier.

The detector may be a detector array, and the processor
may be constructed to perform the following steps: (A)
assigning a O or a 1 based on the detection from each
detector 1n the array, and (B) generating an array of true
random numbers based on step (A).

Additional aspects, alternatives, and variations as would
be apparent to persons of skill in the art are also disclosed
herein and are specifically contemplated as included as part
of the invention. The invention 1s set forth only 1n the claims
as allowed by the patent oflice 1n this or related applications,
and the following summary descriptions of certain examples

are not 1n any way to limit, define or otherwise establish the
scope of legal protection.

BRIEF DESCRIPTION OF DRAWINGS

The mvention can be better understood with reference to
the following figures. The components within the figures are
not necessarily to scale, emphasis mstead being placed on
clearly illustrating example aspects of the invention. In the
figures, like reference numerals designate corresponding
parts throughout the different views and/or embodiments.
Furthermore, various features of different disclosed embodi-
ments can be combined to form additional embodiments,
which are part of this disclosure. It will be understood that
certain components and details may not appear 1n the figures
to assist 1n more clearly describing the imnvention.

FIG. 1 1s a cross-section view of a quantum number
generator (QRNG) ntegrated circuit (IC) implementing a
flip-chip construction.

FIG. 2A illustrates a printed circuit board (PCB) with
copper connections.

FIG. 2B illustrates the PCB covered with a photolitho-
graphic mask with a mask window.

FIG. 2C illustrates a mask-free PCB with ®’Ni electro-
plated thereon.

FIG. 2D illustrates the IC connected to the PCB through
solder bumps (not shown).

FIG. 3A 1llustrates the placement of the solder bumps on
the IC.

FIG. 3B 1illustrates the IC flipped and aligned with the
PCB pads and the electrodeposited °°Ni.

FIG. 3C 1llustrates the IC aligned and placed on the PCB.

FIG. 3D illustrates heating the solder bumps to flow, thus
forming a fixed electrical connection between the chip pads
and the PCB pads.

FIG. 3E illustrates the filling between the IC and the PCB
with an adhesive.

FIG. 4A 1llustrates the mitial stage of IC placement on the
PCB.

FIG. 4B illustrates the misalignment of the IC relative to
the ®°Ni electrodeposited on the PCB.
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FIG. 4C 1illustrates the solution of electrodepositing a
large ®*Ni area to accommodate the misalignment.

FI1G. 4D 1llustrates the solution of using multiple detectors
(shown as four) to accommodate the misalignment.

FIG. 5A 1llustrates a glass container filled with tritium gas
as the radiation source for the QRNG integrated circuit and
contaiming a scintillator or fluorophore.

FIG. 5B illustrates a glass container filled with tritiated
gel mixed with fluorophore as the radiation source for the

QRNG mtegrated circuit and further implements a tlip-chip
construction.

FIG. 6A 1illustrates a glass container filled with trittum
tritiated gel mixed with fluorophore as the radiation source
for the CMOS matrix of detectors.

FIG. 6B illustrates a glass container filled with tritiated
gel mixed with fluorophore as the radiation source for the
QRNG integrated circuit and further implements a tlip-chip
construction.

FIG. 7 1s a flow diagram of the various components that
may be placed on the integrated circuit.

DETAILED DESCRIPTION OF EXAMPL.
EMBODIMENTS

L]

Reference 1s made herein to some specific examples of the
present invention, including any best modes contemplated
by the 1nventor for carrying out the imnvention. Examples of
these specific embodiments are 1llustrated 1n the accompa-
nying figures. While the mvention 1s described 1n conjunc-
tion with these specific embodiments, 1t will be understood
that 1t 1s not intended to limait the 1nvention to the described
or 1llustrated embodiments. On the contrary, 1t 1s intended to
cover alternatives, modifications, and equivalents as may be
included within the spirit and scope of the invention as
defined by the appended claims.

In the following description, numerous specific details are
set forth 1n order to provide a thorough understanding of the
present invention. Particular example embodiments of the
present mvention may be implemented without some or all
of these specific details. In other instances, process opera-
tions well known to persons of skill 1in the art have not been
described 1n detail in order not to obscure unnecessarily the
present invention. Various techniques and mechanisms of
the present invention will sometimes be described i a
singular form for clarity. However, it should be noted that
some embodiments nclude multiple iterations of a tech-
nique or multiple mechanisms unless noted otherwise. Simi-
larly, various steps of the methods shown and described
herein are not necessarily performed 1n the order indicated,
or performed at all 1n certain embodiments. Accordingly,
some 1mplementations of the methods discussed herein may
include more or fewer steps than those shown or described.

Further, the techniques and mechamisms of the present
invention will sometimes describe a connection, relation-
ship, or communication between two or more entities. It
should be noted that a connection or relationship between
entities does not necessarilly mean a direct, unmimpeded
connection, as a variety of other entities or processes may
reside or occur between any two entities. Consequently, an
indicated connection does not necessarily mean a direct,
unimpeded connection unless otherwise noted.

The following list of example features corresponds to the
attached figures and 1s provided for ease of reference, where
like reference numerals designate corresponding features
throughout the specification and figures:
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Integrated Circuit 5

1C Cover 10

Devices and Interconnects 15

Overglass 20

Detector 25

Multiple Detectors 25A

Detector Window 26

Chip Pad 27

Printed Circuit Board 30

Solder Bump 35

Copper Connections/PCB Pad 40

Electrodeposited *°Ni 45

Large Area of °°Ni Electroplated 45A

Ground 50

Photolithographic Mask 55

Mask Window 60

Adhesive 63

IC Misalignment 65

(Glass Container 70

Trittum Gas 75

Scintillator or Fluorophore 80

Tritiated Fluorophore Gel 85

Amplifier 210

Filter 215

Processor 220

Signal Processor 225

Timer 230

Memory 235

Cryptographical Client 240

The designs and techmiques described herein are related to
our previous published US patents and applications listed
above, 1n which we described the general 1dea of using pure
beta minus (electron emission) nuclear decay as a medium
or source of entropy for generating true random numbers by
detecting emitted electrons on the chip through an electronic
sensor or array of sensors. Specifically, in U.S. Pat. Nos.
10,901,695 and 11,036,473, both entitled Apparatus, sys-
tems, and methods for beta decay based true random number
generator, we disclosed quantum random number generators
(QRNG) that include an enclosure defining a cavity and a
cap covering the cavity. The cap’s iner surface includes a
thin layer of radioactive “*Ni. An electronic sensor within a
cavity detects electrons from the beta decay of °°Ni and
produces a signal for the detected energy. An amplifier,
which 1s also built-in, 1s connected to the sensor and 1s
constructed to amplify the signal and then feeds the signal to
a filter. A built-in processor 1s connected to the filter and
generates true random numbers based on the signals
detected (time differences). This QRNG 1s formed as an
integrated circuit.

However, such a configuration can lead to a fairly thick
design, unsuitable for incorporation nto miniaturized elec-
tronic devices like the Internet-of-Things (IOT) or credit
cards with chips. To enable the miniaturization of the above
design, we propose here implementing a flip-chip construc-
tion by electrodepositing the radiation source on the board
on which such a chip 1s mounted. FIG. 1 illustrates an
integrated circuit (IC) S consisting of 1C cover 10, devices
and interconnects 15, chip pads 27 connected to the devices
and 1nterconnects 15, and an overglass 20 with a detector
window 26 that exposes a detector 25. The IC 3 1s electri-
cally bonded to a printed circuit board PCB 30 through
solder bumps 35 that contact the copper connections/PCB
pads 40. Under the IC 5 is an area of electrodeposited *°Ni
45 bonded to ground 50.

Electrodepositing the °°Ni to the PCB 30 can be effec-
tively achieved by masking most of the area and leaving
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only the exposed part of one of the metallic connectors
(ground 50). This 1s shown 1 FIGS. 2A-2D. FIG. 2A
illustrates a PCB 30 with copper connections 40 and a
ground 50. A photolithographic 55 mask with a mask
window 60 exposing the ground 30 1s then applied to the
PCB 30 (FIG. 2B). Current may then be applied to the

ground 50, and the °°Ni is applied and bonded to the area
exposed by the mask window 60. The photolithographic
mask 55 1s removed, resulting 1n a mask-iree PCB 30 with
an area of electrodeposited ®°Ni 45 thereon (FIG. 2C).
Finally, FIG. 2D illustrates the IC 5 connected to the PCB 30
through solder bumps (not shown). It should be noted that
one can also use sputtering to create micro-dots of °°Ni with
the desired shape by using similar masking and applying a
differential voltage to the very same ground electrode/
contact.

FIGS. 3A-3E illustrate the tlip-chip construction/assem-
bly that would occur between the steps shown i FIGS. 2C
and 2D. Beginning in FIG. 3A, after the IC 5 has been
manufactured, solder bumps 35 are applied to the chip pads
27 (or to the PCB pads 40), then the IC 5 1s flipped and
aligned with the PCB pads 40 and the electrodeposited *°Ni
45 (FIG. 3B). In FIG. 3C, the aligned IC 5 1s placed on the
PCB 30, and in FIG. 3D heat 1s applied to the solder bumps
35 to flow, thus forming a fixed electrical connection
between the chip pads 27 and the PCB pads 40. Finally, an
adhesive may be applied to fill in between the IC 5 and the
PCB 30, to adhere the structures (FIG. 3E) more firmly.

To lower the cost of °°Ni, one typically covers a smaller
area. The price difference between covering 1 mm~ and 0.1
mm~ at present market prices of “*Ni (about $100 k per
gram) 1s about $0.55, which 1s comparable with all the other
costs of chip manufacturing. While using a smaller area (0.1
mm~* corresponds to a diameter of about 360 um), one
encounters the problem of precisely placing the source over
the detector. Typically, the diameter of a detector 1s about
100 um thus necessitating placement of the chip with at least
200 um accuracy, which can be ditficult to achieve. This 1s
shown 1n FIGS. 4A and 4B, where the IC 5 with detector 25
is installed on the PCB 30 over the electrodeposited °°Ni
arca 45. The IC 5 and consequently the detector 25, 1is
misaligned (see arrow 63) with the PCB 30. This misalign-
ment 65 will reduce the efliciency of the QRNG, by reducing
the amount of electron flux detected by the IC.

This problem has at least two solutions: FIG. 4C illus-
trates electrodepositing a large “°Ni area 45A to accommo-
date the misalignment, while FIG. 4D illustrates using
multiple detectors 25A (shown as four) to accommodate the
misalignment. The latter solution may be preferred because
the cost of adding multiple detectors to the IC 1s marginal.

In case of several or many detectors used, which typically
necessitates applying much thicker overglass or even lens as
1s the case of CMOS or SPAD matrices, electrons emitted
from beta source with energies of less than 100 keV cannot
traverse through such a barrier—in typical glass or plastic
such electrons have range smaller than 75 um, ci. e.g.,
NBSIR 82-2330 (1982) Stopping powers and ranges of
clectrons and positrons. However, one can deploy special
scintillators used in physical experiments e.g., Saint-Gobain
B(C440 that very efliciently convert one electron into many
photons of blue light—typically more than 400 photons per
one 70 keV electron—that can be easily detected by any
photodiode. These scintillators are available as thin foils
with a minimal thickness of about 0.5 mm, which still can
be fitted 1n a compact design considered here. The effective
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thickness needed to fully absorb all electrons emitted by the
source 1s less than 75 um, hence commercial scintillator foils
may be thinned down.

When the use of scintillators 1s technologically possible,
one can also contemplate different types of beta sources,
namely trititum that we considered 1n our previous U.S. Pat.
No. 10,430,161 Apparatus, systems, and methods compris-
ing tritium random number generator and U.S. Pat. No.
11,048,478 Method and apparatus for tritium-based true
random number generator. Tritium with a half-life time of
about 12.3 years 1s generating about 8x more electrons 1n a
given period than the same number of °°Ni nuclei (half-life
time 98.7 years). Because tritium 1s a gas, emitted electrons
have much larger ranges inside radioactive material even
though the maximum energy for electrons emitted by trittum
is about 17 keV while the maximum energy emitted by *°Ni
1s 6’7 keV. Comparison: 67 keV electron has a range of about
13 um 1n metallic nickel which 1s also the thickness of the
active layer of °°Ni (electrons from the deeper layers of °°Ni
fo1l cannot escape and thus do not contribute to externally
measured activity) while 10 keV electron emitted by trittum
has a range of 12.8 mm 1n hydrogen gas, ci. NBSIR 82-2550
(1982) Stopping powers and ranges of electrons and posi-
trons or about 1000x larger because the density of hydrogen
gas (about 0.84*10™* g/cm”) is about 100,000x smaller than
the density of metallic nickel (about 8.9 g/cm”). The ratio of
nuclear charge numbers, which also influences these ranges,
between trittum and nickel 1s 1:28 or rather large. All
above-listed differences result 1n maximum trittum surface
activity of about 600 mCi/cm* assuming, that the tritium gas
source 15 kept 1in a container of about 13 mm inner thickness
or more (with factor 2 already included since electrons are
being emitted 1n two opposite directions perpendicularly to
the surface) while maximum surface radioactivity of ®°Ni is
about 15 mCi/cm® for foil thicknesses larger than about 14
um. The number of decaying atoms 1n such layers depends
on the molecular density of the maternials considered: 6
g/mol for trittum and 63 g/mol for nickel. The huge differ-
ence in surface activity between tritium and °°Ni makes it
tempting to use a tritium source confined within a glass
container together with a scintillator or fluorophore (elec-
trons cannot penetrate the container with thick walls—the
glass container with very thin walls of less than 75 um being
impractical for manufacturing) as depicted in FIGS. SA and
5B. A glass contamner 70 filled with trittum gas 75 1s
positioned above an IC 5 mounted to a PCB 30 as shown in
FIG. 5A. Alternatively, 1n FIG. 5B a flip chip construction 1s
used and the IC 5 1s mounted over a glass container 70 filled
with trittum gas 75, where the IC 5 1s 1n electrical commu-
nication with the PCB 30 through solder bumps 35. In both
constructions, within the glass container 70, there 1s a
scintillator or fluorophore 80.

To get the same surface radioactivity as for *Ni i.e., 15
mCi/cm?, the inner thickness of the container with tritium

needs to be just 0.35 mm thick (with the applied correction
of 710/512=1.39 as presented in FIG. 5 of our U.S. Pat. No.

11,249,725 Method and apparatus for highly eflective on-
chip true random number generator utilizing beta decay),
still within the tight specs considered 1n this application even
if 0.5 mm of the scintillator 1s added. With a thinner
scintillator, the thickness of the whole system can be low-
ered to 0.425 mm.

One should consider the possibility of using tritiated gel
or plastic as discussed 1n our patent U.S. Pat. No. 11,048,478
Method and apparatus for trittum-based true random number
generator. Surface radioactivity of such matenals, presum-
ably containing many hydrogens that can be replaced with
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trittum like 1n polyethylene, 1s not very high because of
clectron self-absorption discussed above—the range of 10
keV electrons 1n polyethylene 1s about 2.5 um, making the
active layer very thin indeed. However, many plastics are
exhibiting phosphorescence which can make the effective
thickness much larger when photons 1nstead of electrons are
detected. A preferred solution 1s depicted 1n FIGS. 6A and
6B. A tritiation of a special, translucent gel mixed with a
fluorophore 85 that can be placed 1n a thin glass container 70
near detectors on the IC 5 mounted to the PCB 30 (FIG. 6A).
Alternatively, 1n FIG. 6B a flip chip construction 1s used and
the IC 5 1s mounted over a glass container 70 filled with
tritiated fluorophore gel 85, where the IC 5 1s 1n electrical
communication with the PCB 30 through solder bumps 35.

Such thin glass containers, their inner surfaces covered
with a fluorophore, are routinely manufactured and used for
illumination of watches, sights, or even knmives (GTLS—
Gaseous Tritium Light Source https: en.wikipedia.org wiki
Trntium_radioluminescence), ci. e.g., patents U.S. Pat. No.
9,921,034 Sight device, U.S. Pat. No. 11,364,645 Illumina-
tion of folding knives for safe operation 1n the dark and U.S.
Pat. No. 10,386,158 Light source with a gas-tight hollow
body. The problem in our application with these types of
trittum light sources stems from the time needed to emit
photons aifter the electron excites the molecule (radiolumi-
nescence). For pure illumination purposes, the emission time
can be very long (broad pulse of electrons in time), making
the flux of the photonic source constant 1n time. However, in
our application, photons must be emitted 1n a very short time
(burst light pulses) to not overlap with subsequent events
and to allow the detection of the electron emission time point
precisely—e.g., in physical experiments, when the detection
and separation of single electrons 1s 1important, scintillators
like BC440 mentioned before, with a decay time of about 2
ns are used. This should be compared with microseconds or
even milliseconds decay times for typical fluorophores. The
use of a special fluorophore with a very short decay time that
can be mixed with tritiated gel 1s critical for the application
of the described technology 1n QRNG design.

The detector 25 may be included on an IC 5, which may
further include an amplifier 210 (such as a low noise
charge-sensitive preamplifier and pulse shaping amplifier), a
filter 215, and processor 220, as shown in FIG. 7. A
cryptographical client 240 may optionally also be on the IC
5. Instead of using a single detector, and as discussed above,
the IC 5 may include an array of detectors, akin to a typical
CCD or CMOS optical matrix. For example, the IC 5 may
have a detector 25A with a 10x10 array, capable of produc-
ing a 100-bit number 1n a single scan. Random numbers may
be generated directly from this array. Processor 220 could
assign a 1 or 0 based on the signal received from each
detector 1n the array (electron hit or not); those values can be
strung together to generate an array of true random numbers.
The process 1s like randomly dropping sand grains on the
checkerboard. This 1s described and shown 1n more detail 1n
U.S. Pat. No. 10,901,695, incorporated by reference herein.

Any of the suitable technologies, matenals, and designs
set forth and incorporated herein may be used to implement
vartous example aspects of the invention as would be
apparent to one of skill in the art.

While operations may be depicted 1n the drawings 1n a
particular order, this should not be understood as requiring,
that such operations be performed in the particular order
shown or 1n sequential order, or that all 1llustrated operations
be performed, to achieve desirable results. Moreover, the
separation of various system components in the embodi-
ments described in this patent document should not be
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understood as requiring such separation in all embodiments.
Only a few implementations and examples are described and
other implementations, enhancements, and variations can be
made without departing from the scope and spirit of this
invention, based on what 1s described and 1illustrated in this
patent document.

While this patent document contains many specifics, these
should not be construed as limitations on the scope of any
invention or of what may be claimed, but rather as descrip-
tions of features that may be specific to particular embodi-
ments of particular inventions. Certain features that are
described 1n this patent document 1n the context of separate
embodiments can also be implemented in combination 1n a
single embodiment. Conversely, various features that are
described 1n the context of a single embodiment can also be
implemented 1n multiple embodiments separately or 1in any
suitable sub-combination. Moreover, although features may
be described above as acting 1n certain combinations and
even mitially claimed as such, one or more features from a
claimed combination can in some cases be excised from the
combination, and the claimed combination may be directed
to a sub-combination or variation of a sub-combination.

The mmvention claimed 1s:

1. A method of constructing a quantum random number
generator (QRNG), the method comprising:

providing an integrated circuit (IC) comprising a detector

aligned with a detector window, the detector con-
structed to detect energy radiated from a decay of
radioactive material and to produce a signal for the
detected energy upon which a random number may be
generated, and further comprising a plurality of chip
pads;

providing a printed circuit board (PCB) with PCB pads

and a ground pad;

applying solder bumps to the chip pads or the PCB pads;

masking the PCB to expose the ground pad through a

mask window;

applying a current to the ground pad;

adhering the radioactive material comprised of °°Ni onto

the ground pad through electrodeposition;

removing the mask;

aligning the chip pads with the PCB pads, and the

electrodeposited °°Ni to the detector window:;

heating the solder bumps to form a fixed electrical con-

nection between the chip pads and the PCB pads.

2. The method of claim 1, wherein the mask window 1s
larger than the detector window.

3. The method of claim 1, wherein the detector compris-
ing a plurality of detectors and the detector window 1s larger
than the mask window.

4. The method of claim 1 further comprising filling
between the IC and the PCB with an adhesive.

5. A method of constructing a quantum random number
generator (QRNG), the method comprising:

providing an integrated circuit (IC) comprising a detector

aligned with a detector window, the detector con-
structed to detect energy radiated from a decay of
radioactive material and to produce a signal for the
detected energy upon which a random number may be
generated, and further comprising a plurality of chip
pads;

providing a printed circuit board (PCB) with PCB pads, a

ground pad, and a glass container comprising the
radioactive material comprised of tritium;

applying solder bumps to the chip pads or the PCB pads;

aligning the chip pads with the PCB pads, and the glass

container to the detector window;
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heating the solder bumps to form a fixed electrical con-
nection between the chip pads and the PCB pads.

6. The method of claim S5, wherein the detector compris-

ing a plurality of detectors.

7. The method of claim 5, further comprising: filling

between the I1C and the PCB with an adhesive.

8. The method of claim 5, wherein the glass container

comprises a scintillator or tluorophore.

9. The method of claim 5, wherein the class container

comprises a tritiated gel containing a fluorophore.

10. A quantum random number generator (QRNG) com-

prising:

a glass container comprising tritium;

a detector constructed to detect energy radiated from the
glass container from the decay of the trittum and to
produce a signal for the detected energy;

an amplifier connected to the detector and constructed to
amplily the signal;

a {ilter connected to the amplifier constructed to filter the
signal;

a processor connected to the filter, the processor con-
structed to generate a true random number based on the
signal.
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11. The QRNG of claim 10, wherein the class container
comprises a scintillator or tluorophore.

12. The QRNG of claim 10, wherein the class container
comprises a tritiated gel containing a fluorophore.

13. The QRNG of claim 10, wherein the detector, ampli-
fier, filter, and processor are formed on an 1ntegrated circuit.

14. The QRNG of claim 10, wherein the processor gen-
erates an array of true random numbers.

15. The QRNG of claim 10, wherein the amplifier com-
prises a low noise charge-sensitive preamplifier or a pulse
shaping amplifier.

16. The QRNG of claim 10, wherein the detector 1s a
detector array.

17. The QRNG of claiam 10, wherein the processor 1s
constructed to perform the following steps:

a. assigning a 0 or a 1 based on the detection from each
of the detectors 1n the array;

b. generating an array of true random numbers based on
step (a).
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