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METHOD AND APPARATUS FOR
STEGANOGRAPHIC CIPHER ENCRYPTION
USING TRUE RANDOM NUMBER
GENERATOR

This application claims priority to U.S. Provisional Appli-
cation Ser. 63/441,979 titled “Method and Apparatus for
Steganographic Stream Cipher Encryption Using True Ran-
dom Number Generator” filed on Jan. 30, 2023, the entire
contents ol which 1s incorporated herein by reference in 1ts
entirety.

1.0 TECHNICAL FIELD

The present disclosure relates generally to cryptology,
specifically using a random number generator to encrypt
messages.

2.0 PRIORITY APPLICATIONS AND
REFERENCES

This application 1s further related to U.S. application Ser.
No. 17/897,138 titled “Method And Apparatus For Highly
Effective On-Chip Quantum Random Number Generator™
filed on Aug. 277, 2022; U.S. application Ser. No. 17/861,014
titled “Method And Apparatus For Highly Effective On-Chip
Quantum Random Number Generator™ filed on Jul. 8, 2022;
U.S. Provisional Application Ser. 63/400,899 titled “Method
and Apparatus for Highly Effective On-Chip Quantum Ran-
dom Number Generator” filed on Aug. 25, 2022; U.S.
Provisional Application Ser. 63/344,496 titled “Method and
Apparatus for Highly Effective On-Chip Quantum Random
Number Generator” filed on May 20, 2022; U.S. Provisional
Application Ser. 63/2°79,387 titled “Method for Cost-Eflec-
tive Nickel-63 Radlatlon Source for True Random Number
Generators” filed on Nov. 15, 2021; U.S. Provisional Appli-
cation Ser. 63/277,759 titled “Method for Cost-Effective
Nickel-63 Radiation Source for True Random Number Gen-
erators” filed on Nov. 10, 2021; U.S. Provisional Application
Ser. 63/270,912 titled “Method And Apparatus For True
Random Number Generator Based On Nuclear Radiation™
filed on Oct. 22, 2021; U.S. Provisional Application Ser.
63/224,811 titled “Method And Apparatus For Highly Ellec-
tive Beta Decay Based On-Chip True Random Number
Generator” filed on Jul. 22, 2021; U.S. Provisional Appli-
cation Ser. 63/234,820 titled “Method And Apparatus For
Highly Effective Beta Decay Based On-Chip True Random
Number Generator” filed on Aug. 19, 2021; U.S. Provisional
Application Ser. 63/235,031 titled “Method And Apparatus
For Highly FEflective Beta Decay Based On-Chip True
Random Number Generator” filed on Aug. 19, 2021; U.S.
application Ser. No. 17/687,630 titled “Method for Maklng
Cost-Effective Nickel-63 Radiation Source for True Ran-
dom Number Generators” filed on Mar. 5, 2022; U.S.
application Ser. No. 17/513,661 titled “Method And Appa-
ratus For Highly Effective Beta Decay Based On-Chip True
Random Number Generator” filed on Oct. 28, 2021; U.S.
application Ser. No. 17/409,971 filed on Aug. 24, 2021 titled
“Method And Apparatus For Highly Effective On-Chip True
Random Number Generator Utilizing Beta Decay” filed on
Aug. 24, 2021; U.S. Provisional Application Ser. 62/984,528
titled “Method And Apparatus For Tritium-Based True Ran-
dom Number Generator” filed on Mar. 3, 2020; U.S. Pro-
visional Application Ser. 63/062,672 titled “Method And
Apparatus For Beta Decay Based True Random Generator”™
filed on Aug. 7, 2020; U.S. Provisional Application Ser.
62/655,172 titled *“Apparatus, Systems, And Methods Com-
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2

prising Trittum Random Number Generator™ filed on Apr. 9,
2018; U.S. Provisional Application Ser. 62/803,476 titled

“Apparatus, Systems, And Methods Comprising Tritium
Random Number Generator” filed on Feb. 9, 2019 now U.S.
Pat. No. 10,430,161; U.S. application Ser. No. 16/273,365
titled “Apparatus, Systems, And Methods Comprising Tri-
tium Random Number Generator” filed on Feb. 12, 2019;
U.S. application Ser. No. 16/990,087 titled “Apparatus,
Systems, And Methods For Beta Decay Based True Random
Number Generator” filed on Aug. 11, 2020 now U.S. Pat.
No. 10,901,695; U.S. application Ser. No. 17/126,265 title
“Method and Apparatus for Trittum-based True Random
Number Generator” filed on Dec. 18, 2020, now U.S. Pat.
No. 11,048,4°78; U.S. application Ser. No. 17/062,307 titled
“Apparatus, Systems, And Methods For Beta Decay Based
True Random Number Generator” filed on Oct. 2, 2020, now
U.S. Pat. No. 11,036,473; PCT Application SN PCT/US19/
17748 titled “Apparatus, Systems, And Methods Compris-
ing Trittum Random Number Generator” filed on Feb. 13,
2019; PCT Application SN PCT/US20/65962 titled *“Appa-
ratus, Systems, And Methods For Beta Decay Based True
Random Number Generator” filed on Dec. 18, 2020; and
PCT Application SNPCT/US20/65976 titled “Apparatus,
Systems, And Methods For Beta Decay Based True Random
Number Generator” filed on Dec. 18, 2020. Each of the
patent applications, i1ssued patents, and other references
listed above, discussed and/or cited herein, are incorporated
by reference as if fully set forth herein.

3.0 BACKGROUND

As opposed to pseudo-random number generators based
on numerical algorithms, there are true random number
generator (TRNG) devices that depend on natural random
processes: multiple bipolar switches, thermal noise, light
scattering by dichroic mirrors, chaotic systems, and decay of
radioactive nucle1. Some of these TRNGs are listed 1n the
provisional applications to which the present application
claims priority, and those references are incorporated herein
by reference as it fully set forth herein.

The decay of radioactive nucler 1s considered to be the
most independent on environmental influences like tempera-
ture, pressure, or acceleration. However, typical nuclear-
based TRNGs require a large size or number of detectors to
cnable the registration of particles emitted as a result of
radioactive decay. Also, many nucler used in such devices
are highly radioactive and poisonous hence dangerous to
humans if a device 1s broken.

In previous disclosures by the present inventor, a TRNG
1s disclosed. For example, U.S. Pat. No. 10,901,695 entitled
“Apparatus, systems, and methods for beta decay based true
random number generator’, an array of detectors was
employed and a method of adjusting counts by changing the
read-out time was described. The contents of that patent are
incorporated herein by reference. The source of entropy 1n
the 6935 patent was a thin layer of Nickel-63 attached to the
inner surface of the metallic cover of the package of the
integrated circuit (IC). Likewise in U.S. Pat. No. 11,281,432
entitled “Method and apparatus for true random number
generator based on nuclear radiation”, an array of detectors
was employed to detect electrons (i.e., entropy) from the
radiation source. Further, the 432 patent disclosed a method
of adjusting the counting rates of these detectors based on
the varying diameter of their surface. The disclosed method
1s very ellective 1n compensating for the limited (finite area)
radiation source. However, designing and manufacturing
such a detector array 1s complicated because the typical
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clectrical parameters of a single diode vary considerably
with the area. The contents of both the 695 and *432 patents

are 1ncorporated herein by reference.

Another solution 1s described 1n U.S. patent application
Ser. No. 17/861,014 titled “Method and Apparatus for
Highly Effective On-chip Quantum Random Number Gen-
erator” filed on Jul. 8, 2022, and discloses a true random
number generator that includes a CMOS matrix detector
with a top surface exposed. A shell 1s positioned over the top
surface and the shell includes a radiation source and a
luminophore or scintillator constructed to emit photons
toward the top surface when the luminophore or scintillator
1s struck by electrons from the radioactive decay of the
source of the radiation. The CMOS or SPAD detector matrix
1s constructed to detect the photons emitted from the lumino-
phore or scintillator and to produce a signal for the detected
photons. The signal 1s communicated to a processor that
produces true random numbers based on the signal from the
detected photons.

The true random numbers generated by these devices may
be used to encrypt communications between multiple par-
ties. Described herein 1s a novel method called Bury Among,
Random Numbers (BARN) that uses true random numbers
to encrypt messages.

4.0 SUMMARY

A method for encryption that combines the stegano-
graphic method of concealing data inside a truly random
string of bits with a cryptographic key that allows random
distribution of this data, essentially creating a symmetrical
cipher.

A communication system 1s disclosed that has an encod-
ing processor/computer and a decoding processor/computer.
The encoding processor/computer includes a true random
number generator (TRNG) constructed to generate a random
number stream, a memory containing a message with a
plurality of message bits and a shared key, a transmitter, and
an encoder/processor connected to the TRNG, memory, and
transmitter, the encoder/processor 1s constructed to perform
the following steps: (a) generate a magnitude shift string
based on the shared key and a predetermined algorithm; (b)
generate an encrypted message by inserting message bits
into the random number stream based on the magnitude shiit
string; and (c¢) transmit the encrypted message via the
transmitter. The decoding processor/computer includes a
second memory containing the shared key, a receiver, and a
decoder/processor connected to the second memory and
receiver, the decoder/processor 1s constructed to perform the
following steps: (d) generate the magnitude shiit string
based on the shared key and the predetermined algorithm;
(¢) generate a decrypted message by extracting bits from the
encrypted message based on the magnitude shiit string; and
(1) store the decrypted message 1n the second memory.

The communication system may transmit wirelessly and
over a computer network that may be public. The predeter-
mined algorithm may preferably result in an octal-based or
a quaternary-based magnitude shift string.

The TRNG may include a radioactive substance as the
entropy source, as a non-limiting example may be Nickel-63
or tritium. The radioactive substance may produce beta
decay.

A method for communication encryption is also disclosed.
The method includes (a) generating a random number
stream; (b) generating a magnitude shift string based on the
shared key and a predetermined algorithm; (¢) generating an
encrypted message by inserting message bits from a mes-
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sage 1nto the random number stream based on the magnitude
shift string; and (d) transmitting the encrypted message.
The method may further include the following decryption
steps: (e) generating a decrypted message by extracting bits
from the encrypted message based on the magnitude shiit
string; and (1) storing the decrypted message.

The method may transmit wirelessly and over a computer
network that may be public. The predetermined algorithm
may preferably result 1n an octal-based or a quaternary-
based magnitude shiit string.

Step (a) may be based on the decay of a radioactive
substance, for example, but not limited to Nickel-63 or
trittum. The radioactive substance may produce beta decay.

An encoding processor 1s also disclosed that includes a
true random number generator (I RNG) constructed to gen-
erate a random number stream, a memory containing a
message with a plurality of message bits and a shared key,
a transmitter, and an encoder/processor connected to the
TRNG, memory, and transmitter. The encoder/processor
may perform the following steps: (a) generate a magnmitude
shift string based on the shared key and a predetermined
algorithm; (b) generate an encrypted message by inserting
message bits into the random number stream based on the
magnitude shiit string; and (¢) transmit the encrypted mes-
sage via the transmitter.

The encoding processor may transmit wirelessly and over
a computer network that may be public. The predetermined
algorithm may preferably result in an octal-based or a
quaternary-based magnitude shift string.

The TRNG may include a radioactive substance as the
entropy source, as a non-limiting example may be Nickel-63
or tritium. The radioactive substance may produce beta
decay.

Additional aspects, alternatives, and variations as would
be apparent to persons of skill in the art are also disclosed
herein and are specifically contemplated as included as part
of the invention. The invention 1s set forth only 1n the claims
as allowed by the patent oflice 1n this or related applications,
and the following summary descriptions of certain examples
are not 1n any way to limit, define or otherwise establish the
scope of legal protection.

5.0 BRIEF DESCRIPTION OF DRAWINGS

The mvention can be better understood with reference to
the following figures. The components within the figures are
not necessarily to scale, emphasis mstead being placed on
clearly illustrating example aspects of the invention. In the
figures, like reference numerals designate corresponding
parts throughout the different views and/or embodiments.
Furthermore, various features of different disclosed embodi-
ments can be combined to form additional embodiments,
which are part of this disclosure. It will be understood that
certain components and details may not appear 1n the figures
to assist 1n more clearly describing the imnvention.

FIG. 1 1llustrates a stream of random bits generated from
a true random number generator.

FIG. 2 illustrates a short message that 1s 10 bits long.

FIG. 3 1llustrates the message of FIG. 2 embedded into the
random bit stream of FIG. 1 using the quaternary shifts.

FIG. 4 illustrates the decryption of a message from FIG.
3, with a guessed key of 1111.

FIG. § illustrates the decryption of a message from FIG.
3, with a guessed key of 2121.

FIG. 6 1s a flowchart illustrating the key conversion to
both a set of quaternary and octal shifts.

FIG. 7 1s a flowchart illustrating the encoding method.
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FIG. 8 1s a flowchart 1illustrating the decoding method.
FIG. 9A illustrates a system that implements the methods
described herein.

FIG. 9B illustrates a system that implements the methods
described herein.

6.0 DETAILED DESCRIPTION OF
EMBODIMENTS

EXAMPLE

Reference 1s made herein to some specific examples of the
present invention, including any best modes contemplated
by the inventor for carrying out the invention. Examples of
these specific embodiments are 1llustrated in the accompa-
nying figures. While the mvention 1s described in conjunc-
tion with these specific embodiments, 1t will be understood
that 1t 1s not intended to limait the invention to the described
or 1llustrated embodiments. On the contrary, 1t 1s intended to
cover alternatives, modifications, and equivalents as may be
included within the spirit and scope of the invention as
defined by the appended claims.

In the following description, numerous specific details are
set forth 1n order to provide a thorough understanding of the
present imvention. Particular example embodiments of the
present mvention may be implemented without some or all
of these specific details. In other instances, process opera-
tions well known to persons of skill 1in the art have not been
described 1n detail in order not to obscure unnecessarily the
present invention. Various techniques and mechanisms of
the present invention will sometimes be described i a
singular form for clarity. However, it should be noted that
some embodiments nclude multiple iterations of a tech-
nique or multiple mechanisms unless noted otherwise. Simi-
larly, various steps of the methods shown and described
herein are not necessarily performed 1n the order indicated,
or performed at all in certain embodiments. Accordingly,
some 1mplementations of the methods discussed herein may
include more or fewer steps than those shown or described.
Further, the techniques and mechanisms of the present
invention will sometimes describe a connection, relation-
ship, or communication between two or more entities. It
should be noted that a connection or relationship between
entities does not necessarilly mean a direct, umimpeded
connection, as a variety of other entities or processes may
reside or occur between any two entities. Consequently, an
indicated connection does not necessarily mean a direct,
unimpeded connection unless otherwise noted.

The following list of example features corresponds to the
attached figures and 1s provided for ease of reference, where
like reference numerals designate corresponding features
throughout the specification and figures:

Key Conversion/Generation of Magnitude Shift String
Method 100 (steps 102-123B)

Encoding Method 200 (steps 2035-255)
Decoding Method 300 (steps 305-345)
Encoding Computer/Processor 405
True Random Number Generator 405a
Secret Key in Memory 4055
Encoder/Processor 405¢

Message 1n Memory 4054

Encrypted Message in Memory 403¢
Internet 407

Wireless Transmission 408

Decoding Computer/Processor 410
Encrypted Message in Memory 410a
Secret Key 1n Memory 41056
Decoder/Processor 410c¢

Decrypted Message 1n Memory 4104
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This 1s related to our previous published US patents and
applications listed above, 1n which we described the general
idea of using pure beta minus (electron emission) nuclear
decay as a medium or source of entropy for generating true
random numbers by detecting emitted electrons on the chip
through an electronic sensor or array ol sensors. In this
application, we would like to present an approach to encrypt
a message using the random numbers generated from our
previous work.

The method described herein 1s commed Bury Among
Random Numbers (BARN). Unlike present cipher standards

c.g., AES, the BARN method requires low computational
resources and perfectly fits applications 1n Internet-oi-
Things devices. The BARN method combines stegano-
graphic (derived from the Greek word stegano meaning
concealed) methods of concealing data into a truly random
string of bits with a secret cryptographic (derived from the
Greek word crypto meaning secret) key, essentially creating
a symmetrical cipher.

The apparatus includes a physical (true, preferentially
quantum) random number generator (I'RNG) that creates a
constant stream of random bits 1 time. One could deploy
pseudo-RNG (algorithmic) in the BARN method but such
use would be prone to easier breaking by the analysis of a
pattern of bits.

Herein we used a prototype TRNG apparatus manufac-
tured by RANDAEMON as per U.S. Pat. No. 10,901,695
with entropy extracted via comparisons of time differences
between two pairs of beta decays recorded. The TRNG
generator was tested with NIST (Bassham L., Rukhin A.,

Soto J., Nechvatal J., Smud M., Leigh S., Levenson M.,
Vangel M., Heckert N. and Banks D. (2010) A4 Statistical

1est Suite for Random and Pseudovandom Number Genera-
tors for Cryptographic Applications, Special Publication

(NIST SP), National Institute of Standards and Technology,
Gaithersburg, MD) and ENT (Walker J. (2008) ENT—A
Pseudorandom Number Sequence lest Program, [online]
https:// www.fourmilab.ch/random/) tests and passed them
all positively, 1.e., generated sequences of random bits were
statistically truly random. The BARN cipher requires a
secure distribution of a secret key, similar to a seed of a
pseudo-RNG that 1s the basis of typical ciphers. In the
BARN method, a key enables the random spread of bits of
a message among the bits of the TRNG stream.
The BARN algornithm i1s described in pseudo-code as
follows. Referencing FIG. 6, the method of converting a
secret key 100 into a magnitude shift string 1s shown:
1. Obtain a secret key k (Step 102)
2. Optionally, discard the least significant bit of key k
(Step 105) 1f the group of bits used 1n the following step
4 1s not even e.g., for octal conversion

3. Start a counter 1=1 (Step 107)

4.1 Octal Conversion: convert the key k into a set of m

octal, non-zero digits from the range {1, ..., 7}. On
average for a 256-bit key, there will be m=INT(256/

3*(1-14))=74 non-zero octal digits. (Steps 110A, 115A,

120A, 122A, 125A)

a. take consecutive 3 bits from the key (Step 110A)

b. 1f all 3 bits are equal to zero, then discard this group
otherwise convert them into octal digit k; (Steps
110A and 115A)

c. store octal digit at position 1 of Key String K (Step
120A)

d. increase counter 1 by 1 (Step 122A)

e. repeat (a), (b), (¢), and (d) (Steps 110A, 115A, 120A,
122A) until all bits of key k are used (Step 125A)
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4.2 Quaternary Conversion: convert the key k into a set of
m quaternary, non-zero digits from the range (1, 2, 3).
On average for a 256-bit key, there will be m=INT
(256/2%(1-1/4))=96 non-zero quaternary digits. (Steps
1108, 1158, 120B, 122B, 125B)

a. take consecutive 2 bits from the key (Step 110B)

b. 1f all 2 bits are equal to zero, then discard this group
otherwise convert them into quaternary digit k,
(Steps 110B and 115B)

f. store quaternary digit at position j of Key String K
(Step 120B)

g. increase counter 1 by 1 (Step 122B)

c. repeat (a), (b), (¢), and (d) (Steps 110B, 1158, 120B,
122B) until all bits of key k are used (Step 125B)

Now the stored digits (octal, or quaternary), which are a
magnitude shiit string, can be used to encode a message or
decode an encrypted message.

Another counting system like decimal (9 digits excluding
zero) or hexadecimal (15 digits excluding zero) can be used
in BARN with a similar conversion of the 256-bit key into
digits k, as mentioned 1n 4.2 above.

While converting text into ASCII text to be coded, it 1s
necessary to ensure that either “big-endian™ or “little-en-
dian” encoding for ASCII characters 1s used consistently on
both ends of the communication channel. In a “big-endian”™
scheme, the most significant bit 1s located at the smallest
memory address and the least significant at the largest.
“Lattle-endian™ 1s the converse.

The BARN method to encode a message 200 1s shown 1n
FIG. 7:

1. Dertve key string/magnitude shift string (discussed

above with respect to FIG. 6)

2. Obtain message (Step 205)

3. Obtain true random number stream (Step 210)

4. Insert the first bit of the message instead of the bit k,
of the random string (Step 230).

5. Insert the second bit of the message instead of the bit
k,+k, of the random string and repeat inserting bits of
the message into a random stream of bits as a bit
number k, +k,+ . . . +k; where j&{1, m} (Loop 232).

6. Check if all the bits of the message have been inserted
(Step 235)

/. I the number of bits 1n the message 1s larger thanm 1.¢.,
k, does not exist, then use the Kk, set of numbers
repeatedly starting again with k,, etc. until the whole
message 15 mserted 1nto a random stream of bits (Step
245, Loop 234)

8. IT all the message bits have been 1nserted (YES step
2335), then add random bits to the end of the message
(Step 2350)

a. Optimally, 1t k; was the last octal digit used to encrypt

the message, then add k,,,—1 random bits at the end

of the encrypted message. This way during decryp-

tion, at the end of reading the encrypted message

none of the random bits will be considered part of the
decrypted message.

9. Save/send the encrypted message (Step 255)

A number of counters may be used (see steps 2135, 220,
225, and 245) to implement the encoding method.

The BARN method to decode 300 1s shown 1n FIG. 8:

1. Derive key string/magnitude shift string (discussed
above with respect to FIG. 6)

2. Obtain encrypted message (discussed above with
respect to FIG. 7)

3. Shift from the start of the encrypted message to position
k, as the first bit of the decrypted message, and record
this bit (Step 325)
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4. Shitt from the start of the encrypted message to position
k,+k, as the second bit of the decrypted message,
record this bit, and repeat shifting by k,+k,+ . . . +k;,
where j&{1, m} and keep recording bits of the
decrypted message as a bit number 1 (Loop 342)

5. If the number of bits 1n the encrypted message 1s larger
than m 1.e., k_ does not exist but there are still bits lett
in the encrypted message, then use the k; set of numbers
repeatedly starting again with k,, etc. until the whole
encrypted message 1s decoded (Step 340, Loop 343)

6. IT the shifted position does not exist in the encrypted
message, then the decrypted message 1s complete (Step
320)

7. Stop decryption and save the decrypted message (Step
345)

A number of counters may be used (see steps 215, 220,

225, and 245) to implement the decoding method.

With reference to FIGS. 1 through 5, the BARN method
1s used to encrypt a short message. FIG. 1 illustrates a stream
of random bits generated by a true random number genera-
tor. FIG. 2 1s the message—i.e., a short 10-bit message that
represents the number 711 1n binary (converted directly from
the bits and not via ASCII codes for the simplicity of an
example; the least significant bit 1s the first on the left
because the numbering of the bits 1n the message 1s the same
as 1n the random stream 1i.e., from leit to right).

Using exemplary quaternary key k=1{1, 3, 2, 1} to encode
the message (FI1G. 2) into the random stream (FIG. 1) vields
the encoded message bit stream shown in FIG. 5. The
encoded message beglns with the random stream until the
first shift k;, (1.e., 1) 1s met—i.e., bit position 1. The first
message’s blt of “1”’ 1S substltuted into the random stream at
this bit position and the random stream continues until the
bit position shifted by k,+k, (1.e., 143) 1s met (1.e., bit
position 4), then the next bit of the message 1s substituted
into the random stream. The random stream continues from
bit position 4 until the bit position shifted by k,+k,+k, (1.e.,
1+3+2) 1s met and the next bit of the message 1s substituted
into the random stream. This continues for message bit
substitution for position shifted by k,+k,+k;+k,. Since 1n
this example there 1s just a short, four-digit key, the key has
to be used again, such that the next bit substitution 1s at bit
k,+k,+k;+k, +k,. This method is repeated until all the bits in
the message have been substituted into the random stream,
alter which the random bits can be added.

The example above shows that for keys limited to qua-
ternary digits 1, 2, and 3 (average 2), the encrypted message
1s about 2x longer than the message. This can be a useful
encryption method for long messages e.g., for encryption of
speech or video. From a secret key of 256 bits, one can
obtain 128 numbers in the range between 0 and 3 with an
average of 32 zeroes thus getting on average 96 elements for
the key k. When all 7 octal digits of the key k are used
(average 4), on average the encrypted message file will be
4x longer than the message but much harder to decrypt
(many more combinations possible). For example, when 7
objects are combined 1n a sample of size 74 then the number
of permutations with repetitions is 7’*>2°°, leading indi-
rectly to the knapsack problem, which 1s known to be
NP-complete. For the simplified model of the limited num-
ber of quaternary digits used in the example above, there are
37° permutations with repetitions of 3 digits on 96 positions,
which is larger than 2'°2. These big numbers suggest that the
BARN method can be NP-complete.

Attempting to brute force decryption of the encrypted
message is shown in FIGS. 4 and 5. In FIG. 6, the key k={1,

1, 1, 1} is used meaning that all the digits of the encrypted




US 12,034,834 Bl

9

message will be used to decode the original message. This
converts all bits of the stream with an encrypted message
into the number 503865 (assuming direct conversion of bits
into a number without using ASCII codes 1 between).
Another example of a possible decryption with a key k={2,
1,2, 1} shows a result of 3340 that is also plausible but not
related to the original message at all. While decrypting
longer streams of bits, the number of plausible solutions
becomes enormous and thus very eflectively helps to hide
the true message that was encrypted.

FIG. 9A 1llustrates a system that may implement the
methods described above. Encoding Computer/Processor
405 has a True Random Number Generator (1 RNG) 405 and
a secret key stored 1n memory 40556. The Encoder/Processor
405¢ can convert the secret key 1nto a set of shift magnitudes
as described 1n method 100 above. The Encoder/Processor
405¢ can then encode a message obtained from memory

405d by the method described 1n method 200 above, yield-

ing encrypted message 405¢. It should be noted that the
secret key, message, and encrypted message may be stored
in the same memory of the Encoding Computer/Processor
405, or 1n multiple memories. Also, the TRNG 405a may
generate a number of true random numbers which may be
stored 1in the memory and accessed by the encoder/processor
405¢. The encrypted message may be sent to Decoding
Computer/Processor 410 via any number of communication
links, but shown 1n FIG. 9A via the internet 407 and in FIG.
9B via a direct wireless connection 408. Decoding Com-
puter/Processor 410 receives the encrypted message and
may store 1t 1n memory 410a. Decoding Computer/Proces-
sor 410 also knows the secret key a prior1 which may also
be stored 1n memory 4105. The Decoder/Processor 410¢ can

convert the secret key into a set of shift magnitudes as
described 1n method 100 above. The Decoder/Processor
410¢ can then decode the encrypted message obtained from
memory 410a by the method 200 described above, yielding
decrypted message 4104. While an interceptor 415 may have
access to the encrypted message, it does not have the shared
key and therefore cannot generate the set of shift magnitudes
necessary to decrypt the message. Using brute force to

decrypt the message may be computationally expensive,
especially if the set of shift magnitudes has a more discrete
possibility—for example using 4 bits of the secret key to
generate a hexadecimal with 15 possible shift magnitudes.
Multiplicities ot each of the elements k; by the same factor
¢.g., 8 or some other natural number larger than 1 can be also
used to icrease the security of encryption. Such a step 1s not
necessary 1 the length of the encrypted text matters—
enlarging insertion steps several times makes an encrypted
text look “more random™ to the possible attacker thus
making decryption harder.

Any of the suitable technologies, matenials, and designs
set forth and incorporated herein may be used to implement
various example aspects of the invention as would be
apparent to one of skill in the art.

While operations may be depicted in the drawings 1n a
particular order, this should not be understood as requiring
that such operations be performed in the particular order
shown or 1n sequential order, or that all 1llustrated operations
be performed, to achieve desirable results. Moreover, the
separation of various system components in the embodi-
ments described in this patent document should not be
understood as requiring such separation in all embodiments.
Only a few implementations and examples are described and
other implementations, enhancements, and variations can be
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made without departing from the scope and spirit of this
invention, based on what 1s described and 1llustrated in this
patent document

While this patent document contains many specifics, these
should not be construed as limitations on the scope of any
invention or of what may be claimed, but rather as descrip-
tions of features that may be specific to particular embodi-
ments ol particular iventions. Certain features that are
described 1n this patent document 1n the context of separate
embodiments can also be implemented 1n combination 1n a
single embodiment. Conversely, various features that are
described 1n the context of a single embodiment can also be
implemented in multiple embodiments separately or 1n any
suitable sub-combination. Moreover, although features may
be described above as acting 1n certain combinations and
even 1nitially claimed as such, one or more features from a
claimed combination can in some cases be excised from the

combination, and the claimed combination may be directed
to a sub-combination or variation of a sub-combination.

The mvention claimed 1s:

1. A communication system comprising:

an encoding processor/computer comprising:

a true random number generator (I RNG) constructed
to generate a random number stream;

a memory containing a message with a plurality of
message bits and a shared key; a transmitter;

an encoder/processor connected to the TRNG, to the
memory, and to the transmitter, the encoder/proces-
sor constructed to perform the following steps:

a. generate a magnitude shift string based on the
shared key and based on a predetermined algo-
rithm that 1s mdependent of the random number
stream;

b. generate an encrypted message by inserting mes-
sage bits into the random number stream based on
the magnitude shift string;

c. msert random bits into the encrypted message after
message bits; and

d. transmit the encrypted message via the transmit-
ter;

and a decoding processor/computer comprising;

a second memory containing the shared key;

a recelver:;

a decoder/processor connected to the second memory
and to the receiver, the decoder/processor con-
structed to perform the following steps:
¢. generate the magnitude shift string based on the

shared key and based on the predetermined algo-
rithm that 1s mdependent of the random number
stream

f. generate a decrypted message by extracting bits
from the encrypted message based on the magni-
tude shift string; and

g. store the decrypted message in the second
memory.

2. The communication system of claim 1, wherein the
transmitter 1s wireless.

3. The communication system of claim 1, wherein the
transmitter transmits the encrypted message to the receiver
via a computer network.

4. The communication system of claim 3, wherein the
computer network 1s public.

5. The communication system of claim 1, wherein the
predetermined algorithm results in an octal-based magnitude
shift string.
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6. The communication system of claim 1, wherein the
predetermined algorithm results 1n a quaternary-based mag-
nitude shift string.

7. The communication system of claim 1, wherein the
TRNG comprises a radioactive substance as the entropy
source.

8. The communication system of claim 7, wherein the
radioactive substance produces beta decay.

9. The communication system of claim 7, wherein the
radioactive substance comprises Nickel-63 or tritium.

10. A method for communication encryption comprising:

a. generating a random number stream;

b. generating a magnitude shift string based on the shared

key and a predetermined algorithm that 1s independent

of the random number stream:;

c. generating an encrypted message by inserting message
bits from a message mnto the random number stream
based on the magnitude shift string;

d. mserting random bits 1nto the encrypted message after
message bits; and

¢. transmitting the encrypted message.

11. The method of claim 10, further comprising:

f. generating a decrypted message by extracting bits from
the encrypted message based on the magnitude shiit
string; and

g. storing the decrypted message.

12. The method of claim 10, wherein the transmission step

() 1s performed wirelessly.
13. The method of claim 10, wherein the transmission step
(¢) 1s performed via a computer network.

14. The method of claim 13, wherein the computer

network 1s public.

15. The method of claim 10, wherein the predetermined

algorithm results 1n an octal-based magnitude shift string.

16. The method of claim 10, wherein the predetermined

algorithm results 1 a quaternary-based magnitude shiit
string.

17. The method of claim 10, wherein step (a) 1s based on

the decay of a radioactive substance.

18. The method of step 17, wherein the radioactive

substance produces beta decay.
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19. The method of step 17, wherein the radioactive
substance comprises Nickel-63 or tritium.

20. An encoding processor comprising:

a true random number generator (I RNG) constructed to

generate a random number stream;

a memory containing a message with a plurality of

message bits and a shared key;

a transmitter;

an encoder/processor connected to the TRNG, to the

memory, and to the transmitter, the encoder/processor

constructed to perform the following steps:

a. generate a magnmitude shift string based on the shared
key and based on a predetermined algorithm that 1s
independent of the random number stream;

b. generate an encrypted message by inserting message
bits into the random number stream based on the
magnitude shift string;

c. msert random bits 1nto the encrypted message after
message bits; and

d. transmit the encrypted message via the transmitter.

21. The encoding processors of claim 20, wherein the
transmitter 1s wireless.

22. The encoding processors of claim 20, wherein the
transmitter transmits the encrypted message to the receiver
via a computer network.

23. The encoding processors of claim 22, wherein the
computer network 1s public.

24. The encoding processors of claim 20, wherein the
predetermined algorithm results 1n an octal-based magnitude
shift string.

25. The encoding processors of claim 20, wherein the
predetermined algorithm results 1n a quaternary-based mag-
nitude shift string.

26. The encoding processors of claim 20, wherein the
TRNG comprises a radioactive substance as the entropy
source.

27. The encoding processors of claim 26, wherein the
radioactive substance produces beta decay.

28. The encoding processors of claim 26, wherein the
radioactive substance comprises Nickel-63 or tritium as the
entropy source.
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